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Components of Virtualization Architecture
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Components of Virtualization Architecture
Hypervisor ' Backup and Disaster
(Virtual Machine Recovery Solutions
Monitor) / \

f
Virtual Machines : Virtualization )'
Architecture '

M

\ /

Virtual Virtualization

Networking I Management Tools

Storage Virtualization

Security and
Compliance Tools
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1. Hypervisor (Virtual Machine Monitor —- VMM) s
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Hypervisor Functions

Security Controls

/
Gy |
Enforces security measures // X Resource Allocation
@

Distributes CPU, memory,

Hypervisor storage

Core software managing
virtualization

VM Isolation

Ensures separation between
VMs

@

Manages interaction with
hardware
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2. Virtual Machines (VMs) s
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)

Application
Isolation

Prevents applications from
interfering with each other
- J
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3. Virtual Networking .

WWW.SNSEroups.com

Building Virtual Networks

Connect VMs within
1 a host for internal
communication.

Manage traffic
2 between virtual and
physical networks.

Interface for VMs 1o
3 access virtual
networks.
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4. Storage Virtualization s
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S.Virtualization Management Tools
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Enhancing Virtualization Management

Security and Centralized
Compliance Control

Resource o
Management VM Provisioning
VM Migration Performance
Monitoring

3/20/2026 Components of Virtualization |Operating Systems and virtualization| Ms.Swathiramya R [SNSCT R/25



Problem Statement
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Running Multiple Operating Systems on a Single Physical Machine WWW.shsgroups.com

VM 1 - Windows OS 7\ '| VM 2 - Linux OS r VM 3 - Ubuntu { VM 4 - macOS 1
{ﬁ} CPU | {@} cru e cPU {&) cru
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[E85 RAM
- Storage /‘ Storage ‘ Storage

Storage
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4

Hypervisor (Virtualization Layer)

! Isolati
B Type 1 (Bare Metal) J;[ !E Type 2 (Hosted) J @ (V] Isola |.on

" Isolation & Security |

(V] Security
(v Resource Control !

Physical Hardware !

ﬁ CPU @Memory (RAM)
T

T
! S |
CPU Memory Storage | Network
& [} i >

‘ 4

! Benefits l

G:L\ Efficient Resource
e’y
&’ Utilization

6 Isolation Between OS

; Scalability

o —————— e e
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Empathize

& a (V)

Users / Stakeholders User Pain Points User Needs

Efficient use of
hardware resources

Data center
administrators

Physical servers
are underutilized

EE
i

Cloud service High cost of 2= ) Ability to run
providers maintainig multiple &“ multiple OS
servers independently

Organizations Difficulty in running

running multiple different operating

applications systems on separate
machines

Strong isolation
between systems

Developers
and testers

High availability

SStojiaiur and flexibility

cause downtime

¢ @ |
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Define

Core Problem Design Goal

Traditional physical systems
allow only one OS per machine

"

Hardware resources are wasted * Multiple independent operating

systems running efficiently on
Managing and scaling

i the same hardware
systems is difficult and costly

Lack of flexibility for testing,
deployment, and disaster
recovery

> W5

Components of Virtualization |Operating Systems and virtualization| Ms.Swathiramya R [SNSCT

rurionss
WWW.snsgroups.com

11/25



Turionts

Ideate

i Y

Virtual Hardware VM Multiple OS on
& Software vm H vm One Machine
* n T /\
DII ol Physica| System — ;
Resource Cloud
OptimizatiOn Computing
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Prototype

Explored Solutions Limitations Identified Best Idea
Running applications Dual boot does not . @ Introduce a hypervisor
directly on one OS allow silmultaneous OS | 10 virtualize hardware resources

: exceution |

0 Emulation is slow

Software-only

=& Windows

virtualization has

performance overhead ' '
“ = Q B
+ 3 <

CRVSIE)

®* Hardware abstraction

% Emulation and software-
based virtualization

® Independent virtual machines

e Concurrent execution of multiple OS
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Test

System Virtualization

: D] G| e

VM 1 — Windows VM 2 - Linux VM 3 - Ubuntu VM 4 - macOS

v
Hypervisor (Virtualization Layer)
,7 g Type 1 (Bare Metal) J [! Type 2 (Hosted)]

|
: v 4

@ (EEWW L& LinuxJ

\ 4 \ 4 \ 4 \ 4

Single Physical Machine

3 Ubuntu

Multiple Independent Virtual Systems Running Simultaneously

L== Windows J L& LinuxJ Jﬁ Ubuntu}

« Addresses Resource Wastage /' Improve Scalability

+ Concurrent Fléexibility v Increases Flexibility

Single Physical Machine
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Definition Better Utilization

Benefl Cost Savings
Run multiple OS on a single physical machine. enefits Scalability
Cloud Computing
Key Concept
One Physical System ~ Multiple Virtual Systems
' Types of Hypervisors

Types of Virtualization Type-1 (Bare-Metal)

System Virtualization

N in Operating Systems
e Software

e Hardware Type-2 (Hosted)

e Network

Storage Challenges Disadvantages

Components
-+ Performance Overhead - Requires Powerful Hardware

Hypervisor How It Works

- Security Risks
Virtual Machines ty - Slower Performance

« 1. Hypervisor Loads -+ Complex Management

Virtual Network =
o 2. Create Virtual Hardware

o 3. Install Guest OS )
. L Allocate Resources

Storage Virtualization

Management Tools

* 5. Run Multiple VMs )
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