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HYPERVISOR INTERNALS ¢« UNDERGRADUATE ENGINEERING

Clones, Templates
& Snapshots

Understanding VM State Management in Modern Hypervisors
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&9 HOOK — A Story from the Lab
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“ A developer spends 3 days configuring a perfect test server.

She clicks 'delete’ by mistake. Everything is gone. What could have saved her? *

A
Snapshot Template L. Clone

— —>
She had taken a snapshot 2 hours The base config was saved as a A full clone existed on another host.
earlier. Restore in 10 seconds. template. Rebuild in 5 minutes. Zero data lost.
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Clones, Templates & Snapshots in Hypervisors e srsgroups com

Managmg Virtual Machines Efficiently

1 Snapshots VM State Saving 2. Clones: VM Duplication 3. Templates: vm Blueprints

b Full Clone , Linked Clone
SAVE STATE 3 5 i
o Save Current State 6‘ .
o Revert Anytime ff E i | o Pre-Configured
| «Complete Copy i ¢ Shares Storage P

: i i Read-Onl
E.g. “Before risky install. .. Reverit if it fails!” | *-- == w i

E.g. “Create 20 VMs Fast!”

Snapshot ey Clone I;l; Template

./ Restore VM State } } v Duplicate VM

e 2@

\/ Mass VM Deployment
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SNAPSHOT CHAIN ARCHITECTURE KEY FACTS

v
v
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- Dependent Copies -

VM 1 VM 2
(Base VM) | Linked Clone

» Complete Copy of the Original VM - o Shares Base VM Disk

o Own Full Disk Space : o Uses Less Storage

o Performance: High e Performance: Moderate

Example: Duplicate Laptops [

Original Laptop Fully Duplicated Laptop —— Main House —— Guest House

FULL CLONE: Complete, Independent Copy @ LINKED CLONE: Shared, Dependent Copy
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— The Gold Image Pattern

Creating and Deploying System Templates
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1. Create the Gold Image » 2. Capture the Template

« Install OS & Updates

® Take a Snapshot
® Configure Settings
® Add Common Applications

® Save as Master Image

4. Update & Maintain 3. Deploy to Systems

(i
-

e Patch & Update Image

- ® Clone Image to New Machines
© Keep Template Current ﬁ

@ Fast & Consistent Deployment

BENEFITS [ uses ——
e Standardized Setup ® New Deployments
® Saves Time & Effort

® Lab Environments
® VDI & Servers

3/23/2026
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VIRTUAL MACHINE MANAGEMENT CHALLENGES & SOLUTION

" CORE PROBLEM: EFFICIENTLY MANAGING, REPLICATING & RECOVERING VM—S"
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SLOW, TIME-CONSUMING
VM SETUP

SYSTEM FAILURE RISKS DIFFICULTY MAINTAINING HIGH STORAGE &
DURING TESTING CONSISTENCY RESOURCE USAGE
(Wasted Hours & Effort) (Data Loss & Downtime) v

(Software Conflicts, Errors) (Increased Costs, Slow Performance)

@ #° @ o % {_EFFICIENT MANAGECATION&RECOVERY) ﬁ © ﬂm_ 'ﬁ& @@

FAST & AUTOMATED RELIABLE BACKUP STANDARDIZED OPTIMIZED RESOURCE
VM PROVISIONING & INSTANT RECOVERY TEMPLATES & PROFILES ALLOCATION
(Rapid Templates, Scripting) (Snapshots, Disaster Plans)

(Gold Images, Configuration

(Thin Provisioning, Deduplication)
Management)

FAST & AUTOMATED REL BACKP & m 3

VM PROVISIONING

= STANDARDIZED OPTIMIZED RESOURCE
INSTANT RECOVERY MINIMAL TIME, RISK, TEMPLATES & PROFILES ALLOCATION
(Rapid Templates, Scripting, Snapshots, Disaster Plans, AND RESOURCES Consistent computers Servers use fewer resources
Many VMs pop up instantly Servers are restored from Managment wnity managing a computers line up perfectly with green efficiency burits
= streamlined VM environment - -
3/23/2026
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Empathy: Understanding the Users

t Students / Learners @ Developers / Testers ﬂ_IT Administrators

© Quick VM setup for labs @ Test new software often © Manage many systems
¢ Safe testing environment ¢ Need rollback options # Ensure consistency
¢ Fear of system crashes @ Multiple identical environments © Reduce manual work

A\ Pain Points:

Time-Consuming ¢ o ) Risk of Data Loss Repetitive
Setup X: et 37 Configuration
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E) 5 DEFINE (CORE NEEDS) G
" DEFINED SOLUTION: A system that enables safe recovery, |

fast duplication, and scalable deployment of VMs

(J EASY BACKUP & QUICK DUPLICATION STANDARDIZED
RESTORE SYSTEM OF ENVIRONMENTS MASS DEPLOYMENT
. (Snapshot) : (Clone) (Template)
NS =" TEMPLATE BASE

SEAMLESS PROCESS

C O

Standardized mass deployment
with fewer resource peaks

)

MANAGEMENT
MANAGEMENT ENTITY
STREAMLINING VM OPERATIONS

*VM EFFICIENCY HUB v2.1
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g Ideate Generate Solutions

Idea 1: Snapshots F

e Capture VM state instantly

TUTIONS
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e Allow rollback anytime

Idea 2: Clones - S—

e Create multiple copies of a VM /' ‘\

e Full Clone = Independent
e Linked Clone = Storage Efficient

Idea 3: Templates

e Create a golden base VM )

:
e Deploy multiple identical systems ‘ \
VM

Complete VM Lifecycle Management 3

Snapshots + Clones + Templates
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WM prototype workflow
Impldementation model — virtwalization Ffecyde

S5tep 1 — Create base WV
Configure 05 & apps from scratch

i Y

Step 2 — Save as template
Locked base model — scurce of truth
e

I .

Step 3 — Deploy multiple cdomes
Spin up working copies from templats

TUTIONS
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™

A

Clome & Clone B | Clone Clome O
P Step 4 — Take snapshot
. | LZafety chedkpoint before ary change |
1 - -
' .l,
Y r© ™y
Rewvart S5tep 5 — Test & experiment
locp " | Fdake chamges safely in izolation |
L e 1 -~
T Step & — Rewvert if error
festore snapshot, zeroc data bkoss
L A
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6 A TEST (EVALUATION & FEEDBACK)

¥ TESTING SCENARIOS

Faulty Software

Install faulty software - revert snapshot Create 50 VMs = check deployment speed

Time reduced significantly

FA

faster

Managlae shapshot Monitor storage ) ;9 FINAL INSIGHT
imits usage

Max limit &~ Snapshots, Clones, and

: @ Templates together form
EEE liu =
: =3 a system that:
iiu T

- Reduces risk

- Saves time »
Manage snapshot limits Momtor storage usage - Improves scalability
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Modify clone = verify independence

| [ATATTaes
f’l‘l’fﬂ‘l‘f. o
[ |
e

Deduplicated Shared base | _

,.,

arrays storage

Maintain updated Maintain updated
templates templates
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You have a production VM with 3 snapshots chained. You need a copy to share with a colleague on a USB drive.
What is the CORRECT approach — and what will happen if you just copy the .vmdk file?

° Copy just the latest .vmdk delta file — this contains the full current disk state.

Create a Full Clone first (which flattens all snapshots into one independent disk), then copy that.

Create a Linked Clone and copy it — it will bring its own base.

Convert to a Template and export it — templates bundle everything.
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WHAT IS SNAPSHOT? POINT-IN-TIME CAPTURE
Captures current state Safe testing
WHAT IS TEMPLATE? 2 H ow ROLLBACK CAPABILITY
Standard master VM SNAPSHOTS Undo changes
WHAT IS CLONE? WORK CHAINED SNAPSHOTS
Creates VM copies Multiple save points

AN A d I\Y‘ N B ! /’
FULL CLONE & OPIC OVERVIEW “(@)- CHALLENGES
Independent copyl h" / Time, Risk, Storage

LINKED CLONE 3&',;%25 ECETER GG °FROBLEM™_ coRe PROBLEM
Uses shared base storage MASTER VM CONFIGURATION 114 1NING Efficiently managing resources

©@ 08, Apps, Patches

t CONSISTENT DEPLOYMENT
<5 Template for all new VMs
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