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Recall In Enhancing Software Quality Through Defect
Management

Enhancing Software Quality Through Defect

Management
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Development Delays Data Management
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Defect Costs Test Design
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Empathy in Origins of Software Defects

Origins of Software Defects

Third-Party Requirements

Components Errors
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misinterpretations

Tool Ervors Design Errors

Flaows in architecture
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performance aad

sacurity issues.
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developmant tools
introduece defects.

Documentation

Errors

Inoccurate
documentation leads to
misunderstandings.

Coding Errors

istakes in code
writing result inm symbao
or logical errors.

Integration ;
3 Testing Errors
Errors
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cause integration dafects.

IS5Uas,

ORIGINS OF DEFECTS , COST OF DEFECTS , DEFECT CLASSES , THE
DEFECT REPOSITORY AND TEST DESIGN AND DEFECT EXAMPLES
/23ITO201 SOFTWARETESTING / Mr.K.KARTHIKEYAN/CSE/SNSCT

—

~»

Lo N

TUNIONS
WWW.SNSgroups.com

1/10/2026

™~

/




Lo N

—

~»
TUMICNS

Www.snsgroups.com

The Escalating Cost of Software Defects

The Escalating Cost of Software Defects
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Defect Classifications

Defect Classifications

Boundary Functional
Defects @ Defects
Documentation /—[] "\ Performance
Defects i (M), | Defects
Data Defects @ Usability Defects
Compatibility . Security Defects

Defects
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The Defect Repository and Test Design

The Defect Repository and Test Design

It provides a
mechanism for
reporting new
defects,
including
detailed
descriptions,
steps to
reproduce, and
severity levels.

Defect

Assignment

© Defects can be
assigned to
specific
developers for
investigation
and resolution.

Defect
Resolution

The repository
tracks the
resolution of
defects,
including the
code changes
made and the
verification
testing
performed.

Reporting and

Analysis

o The repository
provides
reporting and
analysis
capabilities,
allowing teams
to identify
trends and
patterns in
defect data.
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Role in Test
Design

By analyzing
historical defect
data, testers can
identify areas of
the software
that are prone to
defects and
focus their
testing efforts
accordingly.

8

Feedback for

Test Design

o Furthermore,

the defect
repository
provides
valuable
feedback for
improving the
test design
process itself.

By analyzing the
types of defects
that were
missed during
testing, testers
can identify
gaps in their test
coverage and
improve their
test cases.
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Activity

1. ORIGINS OF DEFECTS

Definition:

Origins of defects refer to the sources or stages in the
software development life cycle (SDLC) where defects are
introduced.

Major Origins

*Requirements Phase — unclear, incomplete, or incorrect
requirements

*Design Phase — poor architecture, wrong algorithms
*Coding Phase — logical errors, syntax mistakes

*Testing Phase — inadequate test coverage
*Environment — hardware, OS, network issues

Human Factors — lack of training, communication gaps
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Diagram: Origins of Defects

Requirements —P> Design
—>» Coding —P> Testing
—>» Deployment

Activity 1: Identify the Origin
Task:

Given the defect “Login button
does nothing when clicked”,
students 1dentify:
*Requirement defect

*Design defect

*Coding defect
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Pathways to Software Excellence

Error when accessing null pointers, causing
program crashes.

— Null Pointer Exception

Memory Leak
= ['g] Gradual memory depletion due to unreleased
allocations.
— SQL Injection \
ot Malici OL code inj databa
C)l quz:?;n:ls S e injection into database \ ] mprUVEd
/ Software
Quality

'fg-[’ Cross-Site Scripting
Maliclous script injection into websites.

O Buffer Overflow
Q Data exceeding buffer boundaries, causing

security risks.
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Incorrect Calculation
| @ Errors in software calculations leading to

wrong results.
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Defects in Software Testing

P@ns of D_efecls Cost of Defects
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—+ Low Cost

® Requirements lssues
® Design Errors
» Coding Mistakes

o Environment Problems

Defect Classes

Functional Defects
Usability Defects Security Defects

The Defect Repository & Test Design

Defect Examples
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Crashes Broken Links Validation Errors  Performance Issues
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MCQs: SOFTWARE DEFECTS
1. Origins of Defects

1. Defects introduced due to ambiguous or incomplete requirements are classified as:
a) Coding defects

b) Design defects

c) Requirement defects

d) Testing defects

Answer: ¢

2. Which phase introduces defects due to incorrect algorithms and architecture?
a) Requirements phase

b) Design phase

c¢) Coding phase

d) Maintenance phase

Answer: b
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