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- Whatis aHash Chain T e

A hash chain is a sequence of data blocks where
each block contains the hash of the previous block.

Structure: - . .. Nymgmgs
Block n-1 Block n Block n+1
Block 1 - Hash — Block 2 — Hash — Block 3 —
Hash — ... l l l
Header Header Header
Key Idea L Rrens L e LS e
v Every block depends on the previous block’s Timestamp Timestamp Timestamp
Nonce Nonce Nonce
haSh Merkel Root Merkel Root Merkel Root
v |If one block is altered, all subsequent hashes
change
v' Ensures data integrity and tamper detection
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1. No user identity
H(,)
2. No ownership verification
prev: H(l) prev: H(l) prev: H(I)
3. No transaction authorization
4. Works well for integrity, but not for Gk Kt R
trust in multi-user systems
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Role of Digital Signature
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A digital signature ensures authentication, integrity, and non-repudiation using
asymmetric cryptography.

Key Components

Private Key: Used to create the signature (kept secret by the sender)

Public Key: Used to verify the signature (shared openly)

Process

* Transaction data is hashed

* Hash is signed using the sender’s private key

* Network verifies signature using sender’s public key
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A blockchain is an enhanced hash chain with added features:

Feature Hash Chain Blockchain

Hash Linking Yes Yes

Digital Signhature No Yes

Decentralization No Yes

Consensus Mechanism | No Yes

Tamper Resistance Partial Very Strong
25.12.2025 Blockchain and Distributive Ledger - S.Meenakshi - Assistant Professor B.Com.IT



L LT IO/

Each block contains:
*Transaction data
*Hash of previous block (hash chain property)
Digital signatures of transactions
*Timestamp
*Nonce (for consensus like Proof of Work)
This makes blockchain:
Ilmmutable (hash chain)
*Trustworthy (digital signatures)

*Decentralized (consensus)
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rRoM HASH CHAIN 1o BLOCKCHAIN

Hash Function — Ensures data integrity i L N TR
Blockt W ooz W gioc3

Hash Chain — Links records securely sy e

= Integrity, Not Identity

LIMITATION:

Digital Signature — Verifies sender and R IATIO =

Authentication & Ownership

ownership e | Gy, e
A T D > s

Blockchain — Secure, decentralized,

BLOCKCHAIN

Secure, Decentralized Ledger

tru Sted Ied g er — Block 101 — g}, 1 102 . B "gj, 4 103
0, - Q0. ~~ 30,

B Tk o

Txn + Signature Decentralized Network Consensus (e.g, PoW)
= y

—— Hashes = Digital Signatures ® Consensus —
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THANK YOU
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