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IDENTIFICATION OF IoT OBJECTS AND SERVICES

There are various types of identifiers with different purposes and practicality.

* Globally unique identifiers are highly desirable.
 |dentification codes can be classified as

(i) object IDs (OIDs) - permanent unique identifier
Example - RFID/electronic product code (EPC), content ID, telephone number, and uniform resource

identifier (URI)/uniform resource locator (URL);

ELECTRONIC PRODUCT CODE G
Qf B —
RFID reader
48. 1. 5. 0012345.678901. 191038392393 3
EPC Header Fiter Partition GS1 Comparyy Prefix Indicator/item Reference Serial Number ' S
8 Bis 3 Bits 3 Bits 20-40 Bits 24-4 Bits 38 Bts D
EPC data :
RFID tag Product Computer in store or warehouse
F e Aw
Defined Derived Assigned
by GS1 from UPC/EAN by PortalTrack
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IDENTIFICATION OF IoT OBJECTS AND SERVICES

(i) communication IDs.
media access control (MAC) address, network layer/IP address, and session/protocol ID.

|dentify location - unique network address (NAdr); the IPv6 address space

Every object then has a tuple (OID, NAdr) that is always unique.

MAC

What is IP Address?
Media Access Control Address
17.172.224 .47
— — | | — 00 | 1A | 3F [ I (el o-
(1 byte) (1 byte) (1 byte) (1 bytse) \
: 32 bits = 4 bytes : Y Y

Organizationally Unique Identifier Network Interface Controller Specific
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IDENTIFICATION OF IoT OBJECTS AND SERVICES

Object Naming

DNS — Domain Name System

DNS is used to map the “human-friendly” host names of
computers to their corresponding “machine friendly” IP
addresses.

Object name service (ONS) used to map the “thing-friendly”
names of object which may belong to heterogeneous name
spaces (e.g., EPC, uCode, and any other self-defined code) on
different networks (e.g., TCP/IP network) into their
corresponding “machine-friendly” addresses or other related
information of another TCP/IP network.

Identification of IoT Objects/ Internet of Things /IT / SNSCE

3 wWWwW.example. com

IGc- to name server for.comTLD

2 wWAW.example.com

4 WL Kam ple com

W RN R Conm
k...-" Go to Route 53 name server
Hame server for
e—— Lcom TLD
End user

5 WAL 2 Kam ple com .

ROLITE I.'

T 192.0.2.44 53

192 0244
Amazon Route 53
name server

Web server for
www.example,com 192.0.2. 44

ODMS resolver

3 hitp:/wwewexample.com

9 VWeb page for
www.example.com



IDENTIFICATION OF IoT OBJECTS AND SERVICES

Web Services

 Used for Data Exchange between two different distributed applications
 REST - Representational State Transfer (widely used now a days)

e SOAP — Simple Object Access Protocol (Classical WS)

e WSDL - Web Services Description Language (Classical WS)

SOAP REST
SOAP - WS JSON, XML, HTML
SMTP HTTP HTTP
GET, POST,&.IT, DELETE
END POINT RSOURCE
APPLICATION APPLICATION
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IDENTIFICATION OF IoT OBJECTS AND SERVICES

Areas of Concern

Security and Privacy

Precise physical location of object — May use GPS but need less expensive solution

Scalability

LISP - Locator/ID Separation Protocol

LISP Site A

\ .......... P  Upcale-Regquest
LISP Controller B

- Map-Request
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Control

""-.,_'Update-Request

LISP Site C

LISP Site B
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