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NETCONF

Network Configuration Protocol (NETCONF) is a session-based network management protocol.

NETCONF allows retrieving state or configuration data and manipulating configuration data on
network devices
Content
- .
(Configuration Data) / YANG Defined
Client - mm
I - | > Server
(<get-config>, <edit-config>)
RPC or Notification 1
(<pr>, <rpc-reply>) NETCONF
5 Configuration Datastore
Transport ;
(SSH, TLS, Console) !

YANG Defined

NETCONG YANG/ Internet of Things /IT / SNSCE -




NETCONF

e NETCONF works on SSH transport protocol.

e Transport layer provides end-to-end connectivity and ensure reliable delivery of messages.

e NETCONF uses XML-encoded Remote Procedure Calls (RPCs) for framing request and response messages.
e The RPC layer provides mechanism for encoding of RPC calls and notifications.

e NETCONF provides various operations to retrieve and edit configuration data from network devices.

e The Content Layer consists of configuration and state data which is XML-encoded.

e The schema of the configuration and state data is defined in a data modeling language called YANG.

e NETCONF provides a clear separation of the configuration and state data.

e The configuration data resides within a NETCONF configuration datastore on the server.
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NETCONF
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Table 4.1: List of commonly used NETCONF RPC methods
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* YANG is a data modeling language used to model configuration and state data manipulated by the NETCON
protocol

YANG
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e YANG modules contain the definitions of the configuration data, state data, RPC calls that can be issued and
the format of the notifications.

e YANG modules defines the data exchanged between the NETCONF client and server.
e A module comprises of a number of 'leaf' nodes which are organized into a hierarchical tree structure.
e The 'leaf' nodes are specified using the 'leaf' or 'leaf-list' constructs.

e L eaf nodes are organized using 'container’ or 'list' constructs. A YANG module can import definitions from
other modules.

e Constraints can be defined on the data nodes, e.g. allowed values.

* YANG can model both configuration data and state data using the 'config' statement.
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Isa . ‘ with tly one e parti
type per leaf.

Defines a sequence of list entries. Each entry is like a structure
or a record instance, and is uniquely identified by the values of its
key leafs. A list can define multiple key leafs and may contain any
number of child nodes of any type.

Table 4.2: YANG Node Types
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loT Systems Management with NETCONF-YANG

e Management System

e Management API

e Transaction Manager

e Rollback Manager

e Data Model Manager

e Configuration Validator
e Configuration Database
e Configuration API

e Data Provider API
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