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[oT Design methodology

Purpose & Requirements
Define Purpose & Requirements of loT system

loT Design Methodology that includes:
e Purpose & Requirements Specification Process Model Specification
.. . Define the use cases
e Process Specification |
e Domain Model Specification Domain Model Specification
. o . Define Physical Entities, Virtual Entities, Devices, Resources and Services in the loT system
e Information Model Specification
e Service Specifications
e |oT Level Specification
: : TP i | ‘Service Specfﬁcanons
o
Fu nCtIO_nal Vle.W SpeC|f!c.at|o.n Map Process and Information Mocdlel to services and define service speaﬁcaﬂons
e Operational View Specification Zr

e Device & Component Integration

Define the structure (e.g. relations, attrib Ltéé‘)"éf all the information in the loT system

-2 Define the loT level for the system
e Application Development . A
Functional View Specification

Map loT Level to functional groups

Operational View Specification

Define communication options, service hosﬂng options, storage options, device options

Integrate devlces de\;élop é‘nd integrate ii'\é components

D op pl itl'ons,
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IoT Design methodology <
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Step 1: Purpose & Requirements Specification ®

The first step in loT system design methodology is to define the purpose and requirements of the system. In this
step, the system purpose, behavior and requirements (such as data collection requirements, data analysis

requirements, system management requirements, data privacy and security requirements, user interface
requirements, ...) are captured.
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[oT Design methodology

Step:1 - Purpose & Requirements

e Purpose : A home automation system that allows controlling of the lights in a home remotely using a web
application.

e Behavior : The home automation system should have auto and manual modes. In auto mode, the system
measures the light level in the room and switches on the light when it gets dark. In manual mode, the system
provides the option of manually and remotely switching on/off the light.

e System Management Requirement : The system should provide remote monitoring and control functions.

e Data Analysis Requirement : The system should perform local analysis of the data.

e Application Deployment Requirement : The application should be deployed locally on the device, but should
be accessible remotely.

me Security Requirement : The system should have basic user authentication capability
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[oT Design methodology

Step 2: Process Specification
*The second step in the IoT design methodology is to define the process specification. In this step, the use

cases of the loT system are formally described based on and derived from the purpose and requirement
specifications.

auto / \ manual
\'V/ \’.
Light-Level Light-State
Level: Low : : Level: High state: On stote: Off
\ 4 Y Y W
state: On state: Off state: On stote: Off
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[oT Design methodology

Step 3: Domain Model Specification
*eThe third step in the loT design methodology is to define the Domain Model.

*The domain model describes the main concepts, entities and objects in the domain of loT system to be
designed.

Domain model defines the attributes of the objects and relationships between objects.

Domain model provides an abstract representation of the concepts, objects and entities in the loT domain,
independent of any specific technology or platform. With the domain model, the loT system designers can get
an understanding of the loT domain for which the system is to be designed.

IoT Design Methodology/ Internet of Things /IT / SNSCE -



*Physical Entity
*Virtual Entity
*Device
*Resource
*Service

[oT Design methodology
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[oT Design methodology

Step 4: Information Model Specification

*e The fourth step in the loT design methodology is to define the Information Model.
*Information Model defines the structure of all the information in the loT system, for example, attributes of
Virtual Entities, relations, etc. Information model does not describe the specifics of how the information is
represented or stored.

*To define the information model, we first list the Virtual Entities defined in the Domain Model.

*Information model adds more details to the Virtual Entities by defining their attributes and relations.

Virtual Entity:
Virtual Entity: in room LightAppliance
Room
EntityType : Room E““"',';".i,'m i
ID : Roami -
T RoomiD : Rooml
Attribute: Attribute:
Light-Level State
AttributeNams | lightlevel AttrbuteName : lightState
AttributeType - level AttributeType : Sdate
has lioht- ____---’---- e N o '—-_-__—f-‘- S :
apipiievel - ~_has light-level isin state _— ~~__ isinstate
& B T~ . P -_ i ~3
Level: High Level: Low State: On State: Off
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Step 5: Service Specifications

The fifth step in the IloT design
methodology is to define the service
specifications. Service specifications
define the services in the loT system,
service types, service inputs/output,
service endpoints, service schedules,
service preconditions and service
effects.

IoT Desi thodol
Process Specification
ML, ] Mode Service: Sets mode 1o aule or
1 manual or retrieves the current mode
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""""" l— "'"“'l’"““'?
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vy lwi ovel h\)?- e Dy fhee OFF
l l ] l \ , State Service: Sets the light
wgon On aae oy 2tede: On stute: OF ' v appliance state toon/off or
retrieves the carrent light state
Information Model
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Controlier Service: In auto mode, the contralier service monitors the light level
and switches the light on/off and updates the status in the status database,

In manual mode, the controller service, retrieves the current state from the
database and switches the light on/off
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Mode: AutoyMonua!

Stote: On/Olf

Dutput

State: On/Olf

[oT Design methodology
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[oT Design methodology

Step 6: 10T Level Specification Local
e The sixth step in the loT design methodology is to
define the 10T level for the system. In Chapter-1, we
defined five loT deployment levels REST

Communication

Cloud

4
> REST
Services

= .

@atabas;

N

>f¢£;nwdﬁr ler Service :Jl
J

Resource

0

Device

Monitoring Node
performs analysis, stores data
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[oT Design methodology

Step 7: Functional View Specification
*The seventh step in the loT design methodology is to define the Functional View. The Functional View (FV)
defines the functions of the loT systems grouped into various Functional Groups (FGs).

*Each Functional Group either provides functionalities for interacting with instances of concepts defined in
the Domain Model or provides information related to these concepts.

Local

L. 10T cevice mapito the Device FG sensors, 2. Resourzes map o the Davice 16 {oa-devics 3, Controller serace maps to the

ACtualors devices, com puting devices) resource) and Commumcanon FG Serviees £G [native sarvice ). Web Services

and the Management 16 (device manage ment) [communication A?ls andprotocols) ma P o Services 16 (web sevices)

4, Web Services map 1o 5, Database maps to the Manageme nt FG 6. Appiication maps to the Appliation FG {web

Sevices FG {web services) (database mansgem ent) and Security FG apphcation, application and database serves),
(database security) Management FG (app managementjand

Securlty I'G {app security|
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[oT Design methodology

Step 16: Operational View Specification

The eighth step in the loT design methodology is to define the Operational View Specifications. In this step,
various options pertaining to the loT system deployment and operation are defined, such as, service hosting

options, storage options, device options, application hosting options, etc

Native Service Controller Service
Web Services: Mode REST Service,
State REST Service

Application Management:
Django App Management

Database Management:
My5QL DB Manage ment

Device Management:
Raspberry P device Management

Computing Device; Raspberry Pi
Sensor; LDR
Actuator; Relay Switch

*~<2 Web Ap Acolication Server Databate Sever |
N
Services
Native Services Wt Se rvices Authanty

Communication APy ammuncaton Protocoh

Computing deviees

IoT Design Methodology/ Internet of Things /IT / SNSCE

/
—

@~ <» Application Server: Django App Server

" Network Layer: (Pvd/Iivé

Jriont

Web App: Django Web App
Database Server: MySQL

, Authentication: Web App, Database
" Authorization: Web A, Database

Communication APIs: REST APIs
Communication Protocols;
Link Layer; 80211

Transport; TCP
Application: HTTP




[oT Design methodology

Step 9: Device & Component Integration
e The ninth step in the loT design methodology is the integration of the devices and components.
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[oT Design methodology

Step 10: Application Development
e The final step in the loT design methodology is to develop the loT application..

« Auto

» Controls the light appliance automatically based on the lighting

conditions in the room

* Light

* When Auto mode is off, it is used for manually controlling the

light appliance.

 When Auto mode is on, it reflects the current state of the light

appliance.

IoT Design Methodology/ Internet of Things /IT / SNSCE

00 0:;
&’.
2]




[oT Design methodology
Finally - Integrate the System

* Setup the device
* Deploy and run the REST and Native services
* Deploy and run the Application
* Setup the database
Deployment Senario-1
Local Cloud
§ ... Django Application
Aop -—
REST Call
' . __————— REST services implemented with Django-REST framework
l—lj' REST Services
| Do N«  ————— SQliteDatabase
, . ; . Native service implemented in Python
> Contrallee Service | 4

e 0S8 running on Raspberry Pi

‘ - . : . Raspberry Pi device to which sensors and actuators are connected
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