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What is security in an embedded system

Embedded System Security Is a Strategic approach to protecting software

running on Embedded Systems from attack. An Embedded System is a

programmable hardware component with a minimal operating system and

software.

Embedded Systems are designed to perform a dedicated function or functions.

Found in Consumer Electronics, Process Control Systems, Aircraft, In-car

systems and many other applications, Embedded systems need to be extremely

reliable. Because of their small size and limited compute resources, However,

They can present security challenges for designers and developers.



Why do we require security in an 

embedded  system

 The most common examples of embedded system exploits are Hacks Of Consumer Electronics such as

GPS Devices, Video Cards, Wi-Fi Routers, and Gaming devices. These hacks are usually possible

because manufacturers don’t protect their firmware. As a result, Almost anyone with a little technical

knowledge can gain access to premium features or Overclock A device. It was originally published On

Https://Www.Apriorit.Com/.

 In 2018, Ethical hackers found Meltdown And Spectre Hardware Vulnerabilities that affect all Intel

X86 and Some AMD Processors. Both Vulnerabilities mess up isolation between user Applications,

Giving applications access to sensitive data and expanding the attack surface. Both Linux and Windows

developers have issued patches for their operating systems that partially protect devices from Meltdown

and Spectre. However, Lots of devices (Especially Old Ones) Running on Vulnerable Processors are still

unprotected. It was originally published On Https://Www.Apriorit.Com/.

 Military Equipment also can suffer From attacks on embedded systems. For example, Hackers

could Shut Down the trusted aircraft information download station on the F-15 Fighter Jet. This

Embedded device collects data from video cameras and sensors during the flight, Giving Pilots

navigation Data. It was originally published on Https://Www.Apriorit.Com/.

https://en.wikipedia.org/wiki/Hacking_of_consumer_electronics
https://www.apriorit.com/
https://meltdownattack.com/
https://www.apriorit.com/
https://www.newsweek.com/cybersecurity-vulnerability-fighter-jet-f15-defcon-hacking-tads-flight-system-hack-pentagon-1454491
https://www.apriorit.com/


Attack taxonomy in an embedded system

Five Dimensions are defined along Which Attack Against 

Embedded Systems Can Be Classified

1. Preconditions

2. Vulnerability

3. Target

4. Attack Method

5. Effect Of The Attack



1. Precondition

Internet Facing Device.

Local Or Remote Access Device.

Direct Physical Access To The Device.

Physically Proximity Of The Attacker.



2.  Vulnerabilities

Programming Errors.

Web Based Vulnerability.

Weak Access Control Or Authentication.

Improper Use Of Cryptography.



3. Target

Hardware

Firmware/Os

Application

Device Itself



4. Attack method

Control Hijacking Attacks.

• Reverse Engineering.

• Malware.

• Injection Crafted Packets Or Code Injection.

• Eavesdropping.

• Brute-force Search Attacks.



5. Effect of attack

Denial - Of - Service.

Code Execution.

Integrity Evolution.

Information Leakage.

Illegitimate Access.

Financial Loses.
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