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* System Models for Distributed and Cloud Computing
¢ NIST Cloud Computing Reference Architecture
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% Public vs Private Cloud -Cloud Solutions
% Cloud ecosystem

»* Service management

% Computing on demand
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NI

National Institute of
__Standards and Technology
U.S. Department of Commerce

: W o National Institute of Standards and

i o S Technology (NIST) has been
i : ) designated by Federal Chief
Information  Officer (ClIO) Vivek
Kundra with technical leadership for
US government (USG) agency efforts
related to the adoption and
development of cloud computing
standards.

The primary focus is a more economic method of providing
higher quality and faster services at a lower cost to the users.
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NIST Provides

Taxonomy for Service Models

= Software as a Service (SaaS)
= Platform as a Service (PaaS)
= Infrastructure as a Service (laaS)

—

Taxonomy for Deployment Models

= Public cloud
= Private cloud

= Hybrid Cloud
e
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NIST Working Groups

CC Target Business use

cases O 2

CC security

CC Standards acceleration
04 to jumpstart adoption of
CC

03 CC standards roadmap
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NIST Characteristics

On-demand self-service

Broad network access

5 Essential
Characteristics
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*Q Visual Model of NIST working definition of cloud computing

\
On-demand
self-services.
Essential
f Characteristics
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Service (Saas) Service (Paa$) Service laas) ook
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@ NIST Architecture ;
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Interaction between Actors o
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CLOUD CONSUMER

A person or organization that maintains a business relationship with, and
uses service from, Cloud Providers

In SaaS, consumer can access software applications
In Paas, can be application developers, tester, deployer or administrator

In 1aas, access to virtual computers, network-accessible storage, network
infrastructure components, and other fundamental computing resources

Consumer can be system developers, system administrators and IT managers
who are interested in creating, installing, managing and monitoring services
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WHAT CLOUD CONSUMER DOES?
Browses the service catalogue offered by the provider and requests
services depending on need, usage scenarios
Sets up Service Level Agreement (SLA)contracts with the provides

Billed for the service (may be)

SaaS consumers may be billed based on number of users, time of use, net
bandwidth, storage volume

laaS, PaaS consumers may be billed according to processing, storage,
network resources, number of VMs, http calls, number of IPs used, net
bandwidth, storage volume

Consumers need SLAs to specify their performance requirements to be
fulfilled by the provider
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Cloud Consumer

- N

= -

Cons

Business
Intelligence |\

Database

Application '
Deployment

ERP Human Resources
Billing
Sales -
CRM ‘
Collaboration

.

& Testing

Development Storage \

CDN

Email & Office
Productivity

Social Networks

Financials

Document
Management

') Backup & |~
Recovery

| Integration

T

Services
Management

v

Technologies for Network Based System

Dr.N.Nandhini

14



™0

U O

Cloud Provider

A person, organization, or entity responsible for making a service available to
interested parties

In Paas, It manages the computing infrastructure for the platform and runs
the cloud software that provides the components of the platform

Makes SLA with consumers Q9.

Responsibilities are

Cloud Provider

Service Service Cloud Services
Deployment Orchestration Management

Security Privacy
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H CLOUD BROKER

>

‘An entity that manages the use, performance and
delivery of cloud services, and negotiates relationships
between Cloud Providers and Cloud Consumers

J Service Intermediation: enhances a given service by
improving some specific capability and providing value-
added services to cloud consumers

] Service Aggregation: combines and integrates multiple
services into one or more new services

(J Service Arbitrage: broker has the flexibility to choose
services from multiple agencies.



CLOUD CARRIER

O Anintermediary that provides connectivity and transport of cloud
services from Cloud Providers to Cloud Consumers

Figure 8: Scope of Controls between Provider and Consumer




] CLOUD AUDITOR 8,S

O Performs independent examination of cloud service controls and express
opinion / issues evaluation

O objective is to verify conformance to standards or to security, privacy
controls, performance, conformance to SLAs etc
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