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Cloud computing is the delivery of computing

=
services—including Servers, storage, databases, cuﬁii‘ut’...::)
networking, software, analytics, and intelligence—over m‘_
the Internet (“the cloud”) to offer faster innovation, I I i J‘ ]
flexible resources, and economies of scale. nf:“ff ;J— Q t‘ J”lﬂh ”
S = SR U S =

“Set of control-based technologies and

policies designed to follow to regulatory
compliance rules and protect information, data
applications and infrastructure associated with

cloud computing use”
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What is Cloud Security ?

Concern on

O 0O 0 0 0 0

Identity management
Access control

Data security and Privacy
Business continuity

Data breach

Backup plan
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Security Threats

Data breaches

Insufficient identity, credential, and access management
Insecure interfaces and application programming interfaces
System vulnerabilities

Account hijacking

Denial of service

A - R A

Shared technology vulnerabilities
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Risk Categorizes and Subcategorizes

-ldentity Access
Management
) -Risks of
-Resource Planning Multitenancy
-Organizational -Availability &
Change Management Backup
-Malicious Insiders -Data Privacy &
Security

Organizational

Data Security

-Data Location
-Server, Storage &
Network

Physical
Securit:

Cloud Security

Technological

-Application
Development
-Portability
-Lack of
Interoperability
Standards

-Legal Challenges

-Compliance & Audit
-Business Continuity
& Disaster Recovery

Compliance

& Audit
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Cloud Security - Shared Responsibility

I User Security and Monitoring
@
g 1 Information Security — Data
2 | | [ Enorypton ransi rest. processing. Key Management. ACL. Logging _
¥ Application-level Security i
Application Stack, Service Connectors, Database, Storage
0 Platform and lnfrastructure Security i
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Security Challenges

Cloud Security

Traditional IT Security

Third-Party Data Centers

In-House Data Centers

Low Upfront Infrastructure Investments

High Upfront Costs

Quickly scalable

Slow Scaling

Efficient Resource Utilization

Lower Efficiency

Reduced Time To Market

Longer Time To Market

Usage-Based Cost

Higher Cost
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Security Challenges B'S

1. Data Protection — both in storage and transit

2. User Authentication — access logs

3. Possibility Planning — recovery

4. Service Provider Visibility

5.  Attacks like virtual host confusion

6. Shadow IT - inability of IT to monitor the activities of the user

7. Resource location

8. Multitenancy issue ; ~J
9. System monitoring and logs / Sg?ud
10. Cloud standards A ﬂ
11. Service level agreements Cloud Security lssues
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Survey Reports

TOP 3 DATA SECURITY CONCERNS
FOR CLOUD SERVICES

#1 LACK OF CONTROL 82% W U.S.
OVER THE LOCATION o &
OF DATA 56% ’5 OTHERS

#7 INCREASED VULNERABILITIES 79% W U-s.
FROM SHARED o &
INFRASTRUCTURE 52% % § OTHERS

#73 PRIVILEGED USER ABUSE AT 78% W U.S.
THE CLOUD PROVIDER 56% 4’;43 OTHERS

BE 499% DATABASES
@ 39% FILESERVERS @
@ 36% cLoup ( )

HIGHEST VOLUMES OF
SENSITIVE DATA
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Effective security Practices for Cloud Computing ng

Understand
Service Terms

Verify Provider
Compliance

O Some providers trawlyour content

O Authenticate compliance and to serve ads or analyze product usage.
governance practices. QO Useaudit records and system-access

. . logs to ensure your datais being
U Review FedRAMP Sec.ul ity Pa.cl\ages maintsined seaupel
to corroborate compliance claims.

Assume

Proactive Role Conduct Routine

Assessments

O Advise providersto follow specific

security procedures for laws like HIPAA. O Define or adoptyour own set of

O Train staff to use authorized services standards for routine assessments.
properly and to avoid unofficial data flows.
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Cloud Security Standards B'S

General IT Governance Standards

EEE Cloud Computing Standard Study Group (IEEE CCSSG) @ ISO ii?fﬁ
ITU Cloud Computing Focus Group _ soa
Cloud Security Alliance (CSA) @ %
Distributed Management Task Force (DMTF) == ( ()]; Te
Storage Networking Industry Association (SNIA) T

Open Grid Forum (OGF) " S &mu
Open Cloud Consortium (OCC) and Organization for the Country / Industry Standards
Advancement of Structured Information Standards (OASIS) i%*-"—- PO g

@'E

June 10, 2024 Security in Cloud/ Dr.N.Nandhini/AP/MCA/SNSCT

12



ISO Standards

Information
security incident
management

Human
resources
security

\?

Information
security
policies

Operations and (:( )BI Ta,
communications

e,

Asset
management

NIST (&2mu
cor S

Physical and
environmental

Organization of
Information
security

Supplier

relationships Country / Industry Standards
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Security Challenges ﬁ

Q Intercloud” standards in the following domains are needed to
increase cloud interoperability and free data movement among
clouds:

O Network architecture,

O Data format

O Metering and billing

O Quality of Service

[ Resource provisioning

O Security, identity management and privacy
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Cloud security architecture pattern published by open security architecture group 5 s
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ANY
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