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“Set of control-based technologies and

policies designed to follow to regulatory

compliance rules and protect information, data

applications and infrastructure associated with

cloud computing use”

What is Cloud Security ?

Cloud computing is the delivery of computing

services—including servers, storage, databases,

networking, software, analytics, and intelligence—over

the Internet (“the cloud”) to offer faster innovation,

flexible resources, and economies of scale.
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Concern on

 Identity management

 Access control

 Data security and Privacy

 Business continuity

 Data breach

 Backup plan

What is Cloud Security ?

Security in Cloud/ Dr.N.Nandhini/AP/MCA/SNSCT 4June 10, 2024



1. Data breaches

2. Insufficient identity, credential, and access management

3. Insecure interfaces and application programming interfaces

4. System vulnerabilities

5. Account hijacking

6. Denial of service

7. Shared technology vulnerabilities

Security Threats 
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Risk Categorizes and Subcategorizes
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Cloud Security – Shared Responsibility

Security in Cloud/ Dr.N.Nandhini/AP/MCA/SNSCT 7June 10, 2024



Cloud Security Traditional IT Security

Third-Party Data Centers In-House Data Centers

Low Upfront Infrastructure Investments High Upfront Costs

Quickly scalable Slow Scaling

Efficient Resource Utilization Lower Efficiency

Reduced Time To Market Longer Time To Market

Usage-Based Cost Higher Cost

Security Challenges
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1. Data Protection – both in storage and transit

2. User Authentication – access logs 

3. Possibility Planning – recovery 

4. Service Provider Visibility 

5. Attacks like virtual host confusion

6. Shadow IT - inability of IT to monitor the activities of the user

7. Resource location

8. Multitenancy issue

9. System monitoring and logs

10. Cloud standards

11. Service level agreements

Security Challenges

Security in Cloud/ Dr.N.Nandhini/AP/MCA/SNSCT 9June 10, 2024



Survey Reports
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Effective security Practices for Cloud Computing
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1. EEE Cloud Computing Standard Study Group (IEEE CCSSG)

2. ITU Cloud Computing Focus Group

3. Cloud Security Alliance (CSA)

4. Distributed Management Task Force (DMTF)

5. Storage Networking Industry Association (SNIA)

6. Open Grid Forum (OGF)

7. Open Cloud Consortium (OCC) and Organization for the 

Advancement of Structured Information Standards (OASIS)

Cloud Security Standards

Security in Cloud/ Dr.N.Nandhini/AP/MCA/SNSCT 12June 10, 2024



ISO Standards
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 Intercloud” standards in the following domains are needed to 

increase cloud interoperability and free data movement among 

clouds:

Network architecture,

Data format

Metering and billing

Quality of Service

 Resource provisioning

 Security, identity management and privacy

Security Challenges
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Cloud security architecture pattern published by open security architecture group
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