
SNS COLLEGE OF TECHNOLOGY
(An Autonomous Institution)

Re-accredited by NAAC with A+ grade, Accredited by NBA(CSE, IT, ECE, EEE & Mechanical)
Approvedy by AICTE, New Delhi, Recognized by UGC, Affiliated to Anna University, Chennai

DEPARTMENT OF 

COMPUTER APPLICATIONS

Security in the 
Cloud

COURSE

23CAE717
Cloud Computing

UNIT V

II Semester /
I MCA

SemesterTOPIC

Risk Management-

Security Monitoring 



Risk management is 
the process of 
identifying, assessing 
and controlling 
threats to an 
organization's capital 
and earnings

Risk Management
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Process of identifying, controlling, and eliminating or minimizing 
uncertain events that may affect system resources. lt includes
 risk analysis
 cost benefit analysis
 Selection
 implementation and test, security evaluation of safeguards, and 
 overall security review
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 Misunderstanding  Aiming for perfection

Risk Management
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 Not operational  Missing skilled, motivated
Human Resource

Risk Management



Security in the Cloud / Dr.N.Nandhini/ MCA/ SNSCT 510-Jun-24

 Identification of technology assets;

 Identification of data and its links to business processes, applications,
and data stores;

 Assignment of ownership and custodial responsibilities

 A formal risk assessment process should be created that allocates
security resources linked to business continuity

 Owners have authority and accountability for information assets
including
• protection requirements, custodians implement confidentiality
• Integrity, Availability
• privacy controls

Risk Management (Security)
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Risk Dimension in Cloud
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Risk Dimension in Cloud
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Risk Dimension in Cloud



Risk Dimension in Cloud
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 Centralized security information management systems

 integrate with network and other systems monitoring processes like (e.g.,

security information management, security event management, security

information and event management, and security operations centers

 security threats and issues in application and data layers

Security Monitoring
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