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Introduction to
Cryptography

Cryptography is the practice and study of techniques for secure
communication in the presence of adversaries. It encompasses
various methods for transforming information into an unreadable
format, ensuring confidentiality, integrity, and authenticity.

ID 155851262 © Bernadett Pog\xc3\x83\xc2

INTRODUCTION TO CRYPTOGRAPHY Dr.R.SUGANYA




Ancient Times

Early forms of cryptography, like Caesar's cipher, were used for military
communication and secrecy.

Renaissance

The invention of the printing press led to the development of more
sophisticated ciphers for protecting information.

Modern Era

The advent of computers and the internet spurred advancements in
cryptography, leading to the development of modern encryption
algorithms.
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'F?undamental Cryptographic Concepts

Confidentiality Integrity

Ensuring that information is accessible only to Protecting information from unauthorized
authorized individuals. modification or alteration.

Authentication Non-repudiation

Verifying the identity of a sender or receiver to Preventing a sender from denying having sent a
ensure authenticity. message.
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Symmetric-Key Cryptography

Encryption Examples Advantages
Uses a single secret key for both AES (Advanced Encryption Fast and efficient, suitable for
encryption and decryption. Standard) and DES (Data large amounts of data.

Encryption Standard) are widely
used symmetric-key algorithms.
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“% Public-Key Cryptography i
Key Pairs 3
1 Each user has a public key and a private key. '
Encryption
2 Data is encrypted with the recipient's public key, and decrypted using

their private key.

Examples

3 RSA (Rivest- Shamir-Adleman) and ECC (Hliptic Curve Cryptography)
are common public-key algorithms.




Hash Functions

1 One-Way 2 Collision Resistance 3  Applications
A hash function takes an It's extremely difficult to Hash functions are used in
input and produces a find two different inputs digital signatures,
fixed-size output, making that produce the same password storage, and
it impossible to reverse the hash output. data integrity verification.
process.
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Cryptographic Protocols

TLS/SSL
SSH

|P sec

Secure communication over the internet.

S ecure remote login and file transfer.

Network-level security for data transmission.
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Cryptographic Applications and Trends
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Blockchain Cloud Security Mobile Security
Distributed ledger Cryptography plays a Secure communication
technology that vital role in protecting and data protection are
enhances security and sensitive data stored in essential for mobile
transparency in cloud environments. devices.

transactions.
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loT Security

Securing the vast
network of
interconnected devices
in the Internet of Things
s crucial.




Encryption: A Vital Tool
for Secure
Communication

In an increasingly digital world, ensuring the security of our information is paramount.
Encryption plays a critical role in safeguarding our data from unauthorized access and
protecting our privacy. It's the process of transforming information into a coded format,
rendering it incomprehensible to anyone without the appropriate key to unlock it.
Encryption has been a vital tool for centuries, used by governments and individuals alike
to protect sensitive information. Today, encryption underpins our online transactions,
secure communication, and the protection of our digital identities.

0 by Dr.R.Suganya SNS




Encryption

Encryption is the process of
converting data into an
unreadable format using a
specific algorithm and a key. Only
someone with the correct key can
decrypt the data and access the
original information.

Decryption

Decryption is the reverse process
of encryption. It involves using the
correct key to convert the
encrypted data back into its
original, readable format. Only
someone with the correct key can
decrypt the data.

Key

The key is a secret piece of
information that is used to encrypt
and decrypt data. The security of
encryption depends on the
secrecy of the key. A strong key is
essential for effective encryption.



> Applications of Encryption in Our Everyday
Lives

1  Secure Communications 2  Data Protection
Encryption protects our emails, messages, and Encryption safeguards our sensitive data stored on
online conversations from eavesdropping and devices, in the cloud, or on servers. It prevents
interception. It ensures that only the intended unauthorized access to financial records, personal
recipient can access the communication. information, and other crucial data.

3  Financial Transactions 4  Network Security
Encryption secures online banking and payment Encryption protects data transmitted over networks,
systems, protecting our financial information from such as the internet, from interception. It prevents
fraud and theft. It ensures that transactions are malicious actors from gaining access to our
secure and confidential. sensitive data during transmission.



Symmetric-key Algorithms

These algorithms use the same
key for both encryption and
decryption. Examples include AES
(Advanced E ncryption Standard)
and DES (Data E ncryption
Standard). They are generally
faster and less computationally
intensive, but require a secure key
exchange method.

ypes of Encryption Algorithms

Asymmetric-key
Algorithms

These algorithms use a pair of
keys - a public key for encryption
and a private key for decryption.
The public key can be shared
widely, while the private key must
be kept secret. Examples include
RSA and ECC (Elliptic Curve
Cryptography). They are slower
but essential for secure key
exchange and digital signatures.
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Key Size Description
128 bits Considered strong for most everyday applications.

256 bits Offers the highest level of security, suitable for
sensitive data and high-risk environments.

The strength of an encryption algorithm is directly related to the size of the key used. A larger key size generally
leads to stronger encryption because itincreases the number of possible key combinations, making it exponentially
harder for attackers to crack the encryption.
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The Limitations of Encryption
) ) ) )

Brute Force Attacks Side-Channel Attacks Attacks on Encryption
Attackers can attemptto guess These attacks exploit weaknesses Implementatlon
the encryption key by trying all in the implementation of the Instead of targeting the algorithm
possible combinations. This encryption system, such as timing itself, attackers can exploit
method becomes increasingly variations or power consumption vulnerabilities in the software or
difficult as the key size increases. patterns, to deduce the encryption hardware that implement the

key. encryption system to gain access

to data.

While encryption provides a strong layer of protection, it's not a foolproof solution. It's essential to employ a
comprehensive security strategy thatincludes multiple layers of defense, such as strong passwords, two-factor
authentication, and regular security updates.
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Quantum Computing Post-Quantum Enhanced Security

The emergence of quantum Cryptography Measures

computing poses a potential threat Researchers are actively As technology advances, so too

to current encryption methods. developing new encryption will the methods used to protect

Quantum computers could algorithms that are resistant to our data. We can expect to see

theoretically break some encryption attacks from quantum computers. continued innovation in encryption

algorithms much faster than These "post-quantum” algorithms technologies, with more

classical computers. are crucial to ensure the continued sophisticated algorithms and
security of our digital world in the security measures emerging to
future. combat evolving threats.
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The Importance of
Encryption in Today's
World

E ncryption is a cornerstone of digital security, protecting our
privacy, securing our online transactions, and safeguarding our
sensitive data in an increasingly connected world. Understanding
the principles of encryption, its applications, and its limitations is
essential for navigating the digital landscape with confidence. As
technology continues to evolve, encryption will continue to play a
vital role in protecting our digital lives.
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