23ITT204 - COMPUTER NETWORK

UNIT1-INTRODUCTION AND APPLICATION LAYER

DNS
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DESIGN THINKING
PROTOCOL: TECH EDITION

1. EMPATHIZE (INPUT: USER DATA)

Tech Translation: Data Mining & User Research
Action: fetchUserPainPoints()

Goal: Gather raw user data, identify bugs.
Tools: Logs, Interviews, Analytics.

2. DEFINE (PROCESSING)

Tech Translation: Requirement Analysis & Scope
Definition

Action: parseData(UserNeeds)
Goal: Refine data into executable Problem Statement.
Output: The 'Core Bug’ or 'Feature Request”.

3. IDEATE (ALGORITHM DESIGN)

Tech Translation: Solution Architecture &
Brainstorming

Action: while(ideas < max) { generateSolutions() }
Goal: Explore all possible algorithms/workflows.
Output: Feature List, Logic Flow.

4. PROTOTYPE (BUILD)

Tech Translation: MVP (Minimum Viable Product) /
Wireframing

Action: build(LowFidelityVersion)

Goal: Create quick interactive model to visualize solution.
Output: Beta V0.1 (Mockups).

5. TEST (DEBUG)

Tech Translation: QA & User Acceptance Testing (UAT)
Action: runDiagnostics(Prototype, RealUsers)

Goal: Execute in real-world to find edge cases/errors.
OQutput: Feedback Loop -> return to Phase 1 or 3.

Understanding DNS: The
Internet's Phonebook

DNS(DomainName System) is the foundational technology that

translates human-friendly domain names like www.example.com into
machine-readable IP addresses such as 192.0.2.1. This seamless translation
happens billions of times daily, enabling computers worldwide to
communicate efficiently.

Without DNS, navigating the Internet would require memorizing complex
numeric sequences for every website you visit. DNS eliminates this
burden, acting as the Internet's phonebook4instantly connecting
memorable names to their corresponding numeric addresses, making the
web accessible to everyone.
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The Hierarchical Structure of DNS

4. DISTRIBUTED ARCHITECTURE

DNS operates as a sophisticated, distributed hierarchical database designed for global scalability and reliability. This tiered
structure ensures no single point of failure can disrupt Internet connectivity.

o =

@ Authoritative Servers

TLD Servers The final authority holding definitive
Root Servers These servers manage domain IP address records for specific
The foundation of DNS: 13 sets of extensions like .com, .org, .net, and domains, providing the exact
root servers worldwide direct initial country codes (.us, .uk, .jp), information needed to connect to
queries to appropriate Top-Level organizing the Internet into websites.
Domain servers, handling millions of manageable categories.

requests per second.

Dr. L. Mubaraali / Unit 1 / Computer networks



KISHORE R
Empathize


How DNS Resolves a Domain Name

When you type a web address, DNS performs an intricate yet lightning-fast lookup process. This multi-step resolution
typically completes in mere milliseconds, creating the illusion of instant connectivity.

User Request

Q

= User types a domain name into their browser, initiating the DNS lookup sequence.
Local Cache Check
DNS resolver (typically provided by your ISP) checks its local cache for recently accessed domains.
Root Query

4‘\ If uncached, resolver queries root server, which directs to the appropriate TLD server (e.g., .com).
TLD Lookup

TLD server directs resolver to the authoritative nameserver for the specific domain.

IP Address Retrieved

W Authoritative server returns the definitive IP address; browser connects to the website seamlessly.

[J This entire multi-server process happens in milliseconds, showcasing the remarkable efficiency of distributed
Internet infrastructure.
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Why DNS Matters Today

O

Essential Infrastructure Modern Security Performance Optimization
DNSisthe invisible backbone DNSSEC (DNSSecurity Extensions) Intelligentcachingand dynamic
enabling effortless access to adds cryptographic authentication, updates ensure maximum speed
websites, email servers, cloud protecting against sophisticated and reliability, reducing latency and
applications, and every online attacks like cache poisoning and improving the user experience
service we depend on daily. man-in-the-middle exploits. across global networks.

Understanding DNS reveals the extraordinary complexity hidden beneath every simple web search. This foundational
technology represents decades of engineering excellence, continuously evolving to meet the demands of an increasingly
connected world.
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