23ITT204 - COMPUTER NETWORK

UNIT 3 - NETWORK LAYER

IPV4
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IPv4 The Backbone of the
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Sinceits introduction in1983 by DARPA, the Internet Protocol version has T
served as the foundation ofglobal digital communication. This N
. . 1. EMPATHIZE (INPUT: USER DATA)
revolutionary protocol established the fundamental framework for how BRI R & G masat
Action: fetchUserPainPoints() —\

Goal: Gather raw data on user behavior, environment,
and bugs in workflow
“  Tools: Logs, Interviews, Analytics
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2. DEFINE (PROCESSING)

Tech Translation: Requirement Analysis & Scope Definition

billions of devices identify themselves and exchange data across networks

-

worldwide.

-

Action: parseData(UserNeeds)

Goal: Refine unstructured data into a single, 7(> =
executable Problem Statement.

Output: The "Core Bug" or "Feature Request’
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3. IDEATE (ALGORITHM DESIGN)

Tech Translation: Solution Architecture & Brainstorming

Action: while(ideas < max) { RIRT]
generateSolutions() } = =
Goal: Explore all possible algorithms or = 1CF’U' =

workflows. Quantity over quality o

M’

Output: Feature List, Logic Flow.
* "
~
4. PROTOTYPE (BUILD)
Tech Translation: MVP (Minimum Viable ’@\
Product) / Wireframing ! o
N
Action: build(LowFidelityVersion) [’"‘“ 5
Goal: Create a quick, non-production Tj =
nteractive mode! to visualize the solution
Output: Beta V0.1 (Clickable mockups, paper models)
v :
-
5. TEST (DEBUG)
Tech Translation: QA & User Acceptance Testing (UAT)
Action: runDiagnostics(Prototype, RealUsers) ‘—)
Goal: Execute in real-world environment to find edge
cases and usability errors.
Output: Feedback Loop—> return to Phase 1 or 3.
=4
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Understanding IPv4 Addressing

IPv4 addresses are 32-bit numbers elegantly displayed in dotted
decimal notation,making them human-readable.Each address
consists of four octets48-bit segments that range from 0 to 2554
separated by periods, like the familiar 192.168.0.1.

The architecture divides addresses into two critical components: the
network prefix, which identifies the broader network, and the host
identifier, which pinpoints individual devices within that network. This
dual structure enables efficient routing and precise device

identification across the internet.

ClassANetworks

Large networks with 8-bit network
prefix and 24-bit host identifier,
supporting millions of devices per
network.

2

Class B Networks

Medium-sized networks using 16-bit
network prefix and 16-bit host
identifier, balancing network size and
device capacity.
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ClassCNetworks

Smaller networks with 24-bit
network prefix and 8-bit host
identifier, ideal for organizations with
fewer devices.
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The IPv4 Address Exhaustion Crisis

The internet's explosive growth has created an unprecedented challenge: IPv4's approximate 4.3 billion addresses simply cannot
accommodate the tens of billions of smartphones, computers, 0T devices, and servers now demanding connectivity worldwide.

2011: IANA Depletion Today: NAT Solutions
The Internet Assigned Numbers Authority exhausted its Network Address Translation enables multiple devices to
free IPv4 address pool, marking a critical milestone. share single public IPs, extending IPv4's lifespan.

2011-2020: Regional Exhaustion

Regional Internet registries across continents depleted
their allocations, intensifying the address scarcity.

The Numbers Crisis Temporary Solutions

With global internet users exceeding 5 billion and |oT devices NAT technology allows private networks to share public
multiplying exponentially, the 4.3 billion address limit has addresses, but this workaround adds complexity and can't
become a critical bottleneck for continued internet expansion. solve the fundamental shortage driving IPv6 adoption.

Dr. L. Mubaraali / Unit 3 / Computer networks


alpha_devil
Ideate


a1

Indian
Institution
«|mplement
o Patent

Design
Thinling
FrameWorlk

L —

Prototype . " =
The Future Beyond IPv4: Transitionto IPv6 "

128 340T

Unique Addresses

Bit Address Space

IPv6's revolutionaryarchitecture exponentially expands That's 340 undecillion (3.4x103x) addresses4enough for every
addressing capacitybeyond IPv4's limitations. o : :
& capacitybey device imaginable forcenturies.
IPv6 represents more than just additional addresses. The protocol introduces enhanced routing efficiency, built-in security
features through IPsec, and simplified network configuration through auto-configuration capabilities. These improvements
address fundamental limitations that have challenged IPv4networks for years.
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Dual-Stack Operation Coexistence Required Foundational Knowledge
NetworksrunIPv4and IPv6 Legacy infrastructure ensures IPv4 IPv4expertiseremains criticalfor

remains essential for years ahead.

simultaneously during the transition network professionals today and

period. tomorrow.

(J Key Takeaway: While IPv6 adoption accelerates globally, IPv4 fundamentals remain indispensable knowledge for anyone
working in networking, cybersecurity, or IT infrastructure. The transition is evolutionary, not revolutionary.
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