The Data Link Layer: Bridging the
Gap

ExpLoring the critical Layer that connects physicaL hardware to network

pro’rocots
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What is the Data Link Layer?

The Bridge

Operating between the physical layer (raw bits) and the network
layer (datagrams), it serves as the crucial infermediary in network

communication. ‘

. _ |——
The Mission s g ‘ g

Its primary responsibility is fransferring datagrams from one - _d
adjacent node to another across a physical link, ensuring reliable

local transmission.
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The Core Services: Making Data Reliable

The data link Layer provides four essential services that work together to ensure robust communication across physical links.

AN

Framing @

Organises raw bits into logical units called “frames’
that contain headers, data, and frailers for

structured fransmission.

Flow Control (/6)\

=
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Paces data transmission to preven’r overwheLming

the receiver with too much information too quickLy.

Error Detection & Correction

Identifies and fixes errors introduced by the
physicaL medium +hrou9h redundancy and checksum

Jrechniques.

Link Access

Manages access to shared communication channels,
especial,ty in broadcast networks where muL’ripl,e

devices compe’re.
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Framing: Giving Structure to Bits

The fundamental ques’rion: How do we know where one frame ends and the
next begins? Without proper framing, data becomes an undifferentiated

stream of bits.
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Byte S+uffing Bit S+uffing
Uses special flag bytes and Inserts or deletes bits to
escape characters to mark maintain frame boundaries. V
frame boundaries. When a Commonly used in profocols
flag byte appears in data, like HDLC to ensure specific Ferhbus |
it's escaped to avoid bit patterns don't appear in
confusion. data. l
network
dats,
frame 2
3

PhysicaL Layer Assistance r
Often, the physicaL layer hetps iden’rify frame boundaries Jrhrough
signal encoding, as seen in Ethernet and 802.11 wireless protocols.
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Error Detection: Catching Mistakes
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PhysicaL transmission media introduce
chaLLenges like electrical noise,
attenuation, and interference that can

corrupt data during fransmission.
Key Techniques

e Parity Checking: Single or two-
dimensional parity adds redundancy

bits to defect single-bit errors
e Cyclic Redundancy Check (CRC):

More sophis’rica’red poLynomiaL—
based method that detects multiple
errors with high probabiLi’ry

The goal: ensure data infegrity between
adjacent nodes through redundant

information.
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Multiple Access Protocols: Sharing
the Road

In broadcast networks like LANs, multiple devices share a single

commubnication channel. Without coordination, fransmissions would
collide and data would be lost.

Carrier Sense

1 Devices listen to the channel before fransmitting,

ensuring its clear

Multiple Access

2 Any device can aHemp’r transmission when the channel

is free

Collision Detfection

3 Devices monitor during transmission and abort if a

collision occurs

CSMA/CD (Carrier Sense Multiple Access with Collision Detection) in
classic Ethernet manages these chaLLenges 1'hrough exponen’rial, backoff

algorithms.

Made with GAMIMA



https://gamma.app/?utm_source=made-with-gamma

Link-Layer Addressing: The MAC
Address

Physical vs Logical

Unlike IP addresses which opera’re at the network Layer and can
change with location, MAC addresses are physical addresses

burned into each network interface card (NIC).

Unique Identification

Every NIC has a globally unique MAC address (typically 48 bits),
ensuring devices can be specificol,l,y identified on Local network

segmen’rs.

Frame Addressing

MAC addresses are embedded within frames fo identify the

specific source and destination devices during local network

communication.
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Ethernet: The Dominant LAN Technology

Ethernet (IEEE 802.3) has become the ubiqui’rous standard for Local Area

Networks worldwide, evolving significantly since its introduction.

Evolution

e Started with bus JropoLogy using coaxial cables

e Moved to star topology using hubs and switches >
e Modern networks use intelligent switches instead of hubs C AaeeE
Key Advantages - _—

Switches act as intelligent packet switches that reduce collisions, improve

efficiency, and provide dedicated bandwidth o each connected device.
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Point-to-Point Protocol (PPP)

A
01 02
Direct Connections Framing IP Datagrams
PPP establishes direct links Can encapsulate IP datagrams over
between exactly two nodes, various physicaL layer 1‘echnoLogies
commonly used for dial-up including SONET and T-carrier
connections and serial links systems
03
By’re S’ruffing

Employs byte stuffing techniques for framing, using special escape

characters to mark frame boundaries
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The Data Link Layer: Essenfial for

Connectivity

b

Foundation Layer

The unsung hero that
ensures reliable data
transfer across individual

physical links

3

EnabLing Networks

]

Core Functions

From framing and error
control to managing shared
access and physicat

addressing

Lays the groundwork for the entire network communication

process
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