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Topics Covered:  Channel Capacity
Puzzle Puzzle 1: The 7-Biased Light Bulbs (The Noisy Channel)

This puzzle mimics Shannon’s Noisy-Channel Coding Theorem, which states that you can achieve nearly 100% error-free communication even if a channel introduces noise, provided you don't exceed the channel capacity and use the right error-correcting code.

The Challenge

You are in a basement and need to send a message up to your friend on the roof using a panel of 7 light bulbs. You can turn each bulb ON or OFF to create a binary code.
However, the wiring is old and "noisy." For every 7-bit message you send, exactly one random light bulb will glitch and flip its state (if it was supposed to be ON, it turns OFF; if it was supposed to be OFF, it turns ON). You don't know which one will glitch.
Your friend needs to receive your messages perfectly with zero errors. What is the maximum number of distinct meanings (letters/commands) you can safely transmit in a single 7-bulb flash?
The Solution: 16 Distinct Messages

If the channel were perfect (noiseless), 7 light bulbs could transmit $2^7 = 128$ distinct messages. However, because of the noise, the channel capacity is reduced to exactly 4 bits of actual data ($2^4 = 16$ messages).

To achieve this error-free capacity, you must use a Hamming (7,4) Error-Correcting Code.

How it works:
You choose 4 bulbs to carry your actual data bits (giving you $2^4 = 16$ unique combinations).

You use the remaining 3 bulbs as "parity check" bulbs. You set their ON/OFF states based on specific combinations of the data bulbs (overlapping math rules).

When your friend looks at the 7 bulbs on the roof, they run a quick parity check. Because of the mathematical structure of the code:

If no bulbs glitched, the math balances perfectly.

If exactly one bulb glitched, the specific way the math breaks down acts like a GPS coordinate, pointing exactly to the single corrupted bulb.

Your friend simply flips that corrupted bulb back to its correct state, achieving 100% perfect transmission despite the noise.

Puzzle 2: The Two Generals' Problem (The Unreliable Channel)

This is a famous thought experiment in computer science that proves a brutal reality of channel capacity: If a channel has a probability of dropping a message entirely (infinite noise), achieving 100% certain consensus is mathematically impossible.
The Challenge

Two generals (General A and General B) have surrounded an enemy city. They can only defeat the enemy if they attack at the exact same time. If only one attacks, they will lose.
They can only communicate by sending a messenger through enemy lines. There is a high chance the messenger will be captured (the channel is unreliable and drops packets).
General A sends a messenger saying, "Let's attack tomorrow at 9:00 AM." > However, General A won't attack unless he knows General B got the message. So, General B must send an acknowledgment (ACK) back: "I received it, I will attack at 9:00 AM."
But now, General B won't attack unless he knows General A received his acknowledgment! So General A must send an ACK-ACK...
How many messages must be successfully sent to guarantee both generals attack with 100% certainty?
The Solution: It is Impossible

No matter how many messages or confirmations are sent, they can never reach 100% certainty.
The Proof:
Imagine there is a "perfect" sequence of $N$ messages that guarantees safety. Let's look at the very last message in that sequence (Message $N$). The person sending Message $N$ knows the plan is set. However, the person receiving Message $N$ might not get it if the messenger is captured.

Because the channel is unreliable, the sender of Message $N$ knows the receiver might not get it, meaning the sender cannot safely attack. Therefore, Message $N$ is completely useless. By mathematical induction, you can eliminate the last message all the way back to the very first message.

The Real-World Engineering Workaround

Since Shannon's limit proves 100% certainty is impossible over a completely vanishing channel, real-world communication systems (like the TCP/IP protocol that runs the internet) don't aim for 100% absolute certainty. Instead, they use probabilistic capacity: they send messages and wait for time-outs. If they receive enough acknowledgments within a certain window, the probability of failure drops to 0.0000001%, which is "good enough" for engineering.


